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ABSTRACT
Key exposure is one serious security problem for cloud storage auditing. In order

to deal with this problem, cloud storage auditing scheme with key-exposure resilience
has been proposed. However, in such a scheme, the malicious cloud might still forge
valid authenticators later than the key-exposure time period if it obtains the current
secret key of data owner.

In this paper, we innovatively propose a paradigm named strong key exposure
resilient auditing for secure cloud storage, in which the security of cloud storage
auditing not only earlier than but also later than the key exposure can be preserved.
We formalize the definition and the security model of this new kind of cloud storage
auditing and design a concrete scheme. In our proposed scheme, the key exposure in
one time period doesn’t affect the security of cloud storage auditing in other time
periods. The rigorous security proof and the experimental results demonstrate that our

proposed scheme achieves desirable security and efficiency.

1 INTRODUCTION

Nowadays, cloud storage is becoming one of the most attractive choices for
individuals and enterprises to store their large scale of data. It can avoid committing
large capital of users for purchasing and managing hardware and software. Although

the benefits of cloud storage are tremendous, security concerns become significant
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challenges for cloud storage. One major concern on cloud storage security is about the
integrity of the data stored in cloud. Because clients lose the control of their data
stored in cloud and data loss might happen in cloud storage, it is natural for clients to
doubt whether their data are correctly stored in cloud or not.

Cloud storage auditing, as one effective security technique, is proposed to ensure
the integrity of the data stored in cloud. Many cloud storage auditing schemes have
been proposed up to now [1-13]. These schemes consider several different aspects of
cloud storage auditing such as the data dynamic update [5, 6], the privacy protection

of user’s data [7, 8], the data sharing among multiple clients [9, 10] and the multicopy
of cloud data [11, 12].

Literature Survey

Efficient Remote Data Integrity checking in Critical Information Infrastructures

Checking data possession in networked information systems such as those related
to critical infrastructures (power facilities, airports, data vaults, defense systems, etc.)
Is @ matter of crucial importance. Remote data possession checking protocols permit to
check that a remote server can access an uncorrupted file in such a way that the
verifier does not need to know beforehand the entire file that is being verified.
Unfortunately, current protocols only allow a limited number of successive
verifications or are impractical from the computational point of view. In this paper, we
present a new remote data possession checking protocol such that: 1) it allows an
unlimited number of file integrity verifications; 2) its maximum running time can be
chosen at set-up time and traded off against storage at the verifier Cloud computing is
the long dreamed vision of computing as a utility, where data owners can remotely
store their data in the cloud to enjoy on-demand high-quality applications and services
from a shared pool of configurable computing resources. While data outsourcing
relieves the owners of the burden of local data storage and maintenance, it also
eliminates their physical control of storage dependability and security, which
traditionally has been expected by both enterprises and individuals with high service-

level requirements.
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3 IMPLEMENTATION STUDY
EXISTING SYSTEM:

The problem of user revocation in shared cloud data auditing was considered in Guan
et al. proposed a cloud storage auditing scheme for low-power clients based on in
distinguish ability obfuscation. Identity-based cloud storage auditing schemes were

proposed to simplify key management process.

Disadvantages:

e The secret key might be exposed due to the weak security sense and/or the low
security settings of the client.

e When the key exposure happens, it often cannot be found out at once. The key
exposure might be difficult to be found out because the attacker might stop

intrusion at once when it gets the client’s secret key.

Proposed System & alogirtham
We investigate how to preserve the security of cloud storage auditing scheme in any

time period other than the key-exposure time period when the key exposure happens.
We propose a paradigm named strong key-exposure resilient auditing as a practical
solution for this problem in this paper.
4.1 Advantages:
e The security of the cloud storage auditing not only earlier than but also later
than the key exposure can be preserved.
e The security proof and the experimental results demonstrate that the proposed

scheme is secure and efficient.
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Fig:3.1 System Architecture
IMPLEMENTATION
MODULES
» CLIENT

> TPA
» CLOUD SERVER

CLIENT:

File owner will register with application and registration details are sent to TPA
for verification after verification is successful client can login with username and
password and upload files to cloud server by selecting users from list to whom he
wants to give access permissions for that file. Client will check for key update
messages from TPA for updating key for old file. Client can view uploaded files and
view files to which he wants to update key. Considering client as owner and user in
user case user can request for decryption key from cloud server. When user receives
decryption, he can download shared files from owner.

TPA:
TPA can login with valid user name and password. TPA is a trusted party

responsible for setting up the authentication process for clients and responding to the
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clients ‘registration, and also allows the registered clients update keys for every file
client uploaded to cloud on time bases by sending message to client with updating
message.

TPA will verify request received from cloud server and verify if requested client
has permission to download and if that is valid then TPA send challenge to cloud for

key update before sending to file requested client.

5 RESULTS AND DISCUSSION
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6. CONCLUSION AND FUTURE WORK
CONCLUSION

In this Project, we further study on how to deal with the key exposure problem in
cloud storage auditing. We propose a new paradigm called strong key-exposure
resilient auditing scheme for secure cloud storage. In this paradigm, the security of the
cloud storage auditing not only earlier than but also later than the key exposure can be
preserved. We formalize the definition and the security model of this new kind of
cloud storage auditing and design a concrete scheme. The security proof and the

experimental results demonstrate that the proposed scheme is secure and efficient.
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